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1. Opening data: why and how? 

With the development of information technologies and the growing awareness of users about the 

value offered by high-quality, accessible data, and alongside with the launch of various Open Data 

initiatives and Open Data catalogues, more and more datasets are being published, which has 

facilitated increased access to the information for users. 

While providing data in its raw form supports data reuse for a variety of applications, there are 

several ways data publication could be refined and improved to increase the understanding, 

potential use, and overall impact of the information1. Therefore, these Open Data publication 

guidelines handbook provides information on how to perform publication of datasets that will:  

• ensure the discoverability and accessibility of data, 

• empower people to understand and use data, 

• support increased public-service transparency, 

• drive evidence-based decision making and innovation, and 

• enable measurable impact. 

A proper publication of Open Data is a method of publishing and sharing data for those that need 

it, while offering a means to also discover a wider range of datasets. Therefore, the data published 

on an Open Data portal should primarily meet the needs of the people who want to discover, 

understand and access information. Following this user-centric approach, the topics of this 

publication guidelines handbook are tied to delivering a specific benefit(s) to the users of Open 

Data.  

This Open Data publication guidelines handbook is prepared on the basis of several existing Open 

Data publication guidelines, primarily on the: 

• Open Data Handbook2 from the Open Knowledge Foundation,  

• Open Data Publication Guidelines from the Irish Open Data Unit, Department of Public 

Expenditure and Reform, and 

 

1 Deirdre Lee, Open Data Publication Guidelines, Open Data Unit, Department of Public Expenditure and Reform, 
Data.gov.ie, 2021 
2 https://opendatahandbook.org/ 
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• Data Opening Manual for the Public Sector3 from the Ministry of Public Administration of 

Slovenia. 

1.1. How to open up data 

For the data, that an individual or an organisation collects and prepares, to become open, it must 

be opened up. There are three key rules to be followed when opening up data4: 

• Keep it simple.  

o Start out small, simple and fast. There is no need to open up all data at once. 

Opening up a small dataset, or even one part of a larger dataset, will also suffice – 

of course, the more datasets you can open up, the better. 

• Engage early and engage often.  

o Engage with actual and potential users (and re-users) of the data as early and as 

often as you can, be they citizens, businesses, developers, or intermediaries.  

o This will ensure that your service is as relevant as it can be. 

o Intermediaries, who take the data and transform or remix it to be presented, can 

help your data reach the ultimate users. For example, intermediaries can reuse and 

repurpose your large database of GPS coordinates into a useful map. 

• Address common fears and misunderstandings.  

o Identify the most important questions and fears and address them as early as 

possible. 

o This is especially important when working with or within large institutions such as 

government or with technically less qualified people.  

 

 

3 https://podatki.gov.si/sites/default/files/attachments/OPSI_Prirocnik_1._izdaja_junij_2016.pdf 
4 https://opendatahandbook.org/guide/en/how-to-open-up-data/ 
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Figure 1. The main steps of the Open Data publication process. 

There are five main steps in making data open (Figure 1), many of which can also be done 

simultaneously: 

• Find and select eligible dataset(s).  

o Wisely choose the dataset(s) you plan to make open.  

o Keep in mind that you can (and may need to) return to this step if you encounter 

problems at a later stage. 

o Similarly, you will return to this step to publish new dataset(s) after successful 

implementation of your previous open data publications. 

• Evaluate and prepare data for publication (legal and content openness). 

o Evaluate your dataset(s) to determine what intellectual property rights exist in the 

data. 

o Apply a suitable “open” license that licenses all these rights and supports the 

definition of openness. 

o If you can’t apply a proper license, go back and try a different dataset. 

o Think about how to explain to consumers the meaning of your data, its structure, 

and the ways to access the data. 

• Make the data available (technical openness). 

o Generally, the data should be made available both in bulk and in a useful format, 

properly granulated.  

o Think about what historical data to publish and how to provide access to frequently 

changing, dynamic data. 

o Consider alternative ways of making data available such as via an API or through 

a web service. 

• Make the data discoverable (pragmatic openness). 

o Post on the web and perhaps organize a central catalogue to list your open datasets. 

o Think about submitting/linking your data to a commonly used open data portal or 

repository. 

Find & select 
datasets

Prepare 
data

Make data 
available

Make data 
discoverable

Make data 
useful
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• Make the data useful (added value of openness). 

o Provide support for non-technical users to improve the accessibility of the 

information. 

o Think about establishing an ongoing collaboration with the user community. 

o Define the ways of measuring data use. 
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2. Find and select eligible datasets 

Not every data in our organization is appropriate or eligible for opening. Some of the data simply 

has no real value on being open, other data is just not usable in its current form and need further 

processing, and lastly, some data can be harmful if used for inappropriate causes. Thus, before any 

data is made available openly, a specific process – data audit for opening the data – must be 

performed. 

2.1. Data audits for opening the data 

Normal data audits serve to identify the misdemeanors of the collected data in relation to its 

management and availability and to find any violations of local, national, or super-national 

regulations (i.e., GDPR and other privacy regulations). But for the purpose of opening the data, 

one must perform a specific data audit meant to identify the eligibility of making data open, and 

freely available to the public. 

Data audits for opening the data are processes for identifying which data are appropriate to become 

open and freely usable, which data should undergo further transformations or processing, and 

which data is fully unsuited to become open. 

The data audit is a three-step sequential process, wherein every step, a data officer (or data 

controller, or another person responsible for managing data) assesses the appropriateness of the 

current state of the data. In every step, one condition is assessed with one question. The basic data 

audit process is presented in the sequential graph bellow. 

 

Q: Could the data be valuable for other entities? 

• Here, we asses if the data could be useful for other 

private or public institutions or individuals. 

• Do not disregard entity-specific data. Even if the data 

is specific for our private processes, it could play an 

important role for others. Even if it cannot be used 

directly it can suggest other on what data to collect and 

how to structure it. 

• The condition of value is not satisfied if the data is too 

specific to our private processes. 

• Yet, this is a soft condition – even without the proper 

identification of data’s value, opening it may not cause 

harm by itself (if safety conditions are met, read on). 

The only real disadvantage of making an unvaluable 

data openly available is the crowding of the 

value 

valu
e 
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ecosystem, which can be addressed differently, then 

just keeping it closed for the most-valuable data. 

 

Q: Is data usable for other in the current form? 

• Here, we asses if the data can be used by other private 

and public entities or individuals. 

• There is no need to overly restructure the data into the 

simplest form. Even the semi-structured or 

unstructured data can be used in various processes. 

• The most valuable indicator of usability of the data is 

the provided detailed description and the meta-data of 

the datasets. 

• If other can understand every datum in the collection 

(based on the description, meta-data or if it is self-

descriptive), this condition is satisfied. 

• If this condition is not satisfied, the data can still be 

made open with a bit more effort on making it usable. 

 

 

Q: Is data safe for everyone to see and use? 

• Here, we asses if the data contains any sensitive 

information or if data can be misused in a harmful 

way. 

• Local, national, or super-national privacy legislation 

must be observed here (i.e., GDPR) to protect any 

individual privacy concerns. 

• If the data can be used to cause harm (to society, 

environment, or individuals), it does not satisfy the 

condition of safety. 

• If the data does not satisfy the safety condition, the 

data can be further processed, so that privacy and other 

safety sensitive information is removed, corrupted or 

anonymized. If this is not possible, without breaking 

the value of the data, then the safety condition cannot 

be satisfied. 

• Example of satisfied safety condition: data about the 

individual use of a local public bicycle infrastructure 

is provided in such a way that individuals cannot be 

identified from it. 

• Example of unsatisfied safety condition: data contains 

the physical security inspections patterns of a nuclear 

power plant. 

After the data audit is completed, all three conditions are re-evaluated: the value, the usability, and 

the safety of making the data open. If the usability and safety conditions are met, the data can be 

made open. Furthermore, if the value condition is met, the data should be made open. The 

usability 

safety 

 

Valuable 

 

Usable 
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following section describes the process of publishing the open data in such a way, that it can enable 

as much benefit as possible. 

2.2. Open Data publishing roadmap 

To make our data open, there is an extensive but important roadmap that we need to follow. The 

main steps are noted and described in the following. 

 

1 

Choosing a corresponding person and one responsible for opening the 

data 

First, one person must have a full responsibility for the communication 

about the open data with the outside entities. This person is not necessarily 

to be the leader of making the data open, but it is supposed to know the 

data, so that it can effectively communicate about it with others. 

Next, a person or a team of experts is chosen that conducts the process of 

making the data open and available. Essentially, this person or a team will 

perform all the following steps. The people involved here are usually 

domain experts and data engineers. 

 

Choosing the structure of the data 

Before the data is exported from its main data medium, it must be decided 

on which structure should the open data reside in. 

If the data has strict structure, there are numerous data formats 

supporting this. The data structure chosen must support all types of 

datum and information in our original form. If the data comes in semi- or 

unstructured form, the export format should be chosen so that 

(preferably) open source or domain specific propriety software can be 

used to open it. 

Choosing the most appropriate one (or few) is dependent on the domain 

(some domains expect data in very small set of structures, i.e., propriety 

2 
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formats, Excel format, CSV) and on its intended use (i.e., for further 

statistical analysis in SPSS or Jamovi formats).  

 

3 

Exporting the data 

The data export process usually involves multiple activities. If the data is 

scattered across multiple unconnected or connected media and data 

storages (datasets), the export process should involve fusing and 

combining it into one coherent form. This does not necessarily mean that 

only one file should result from this process. 

 

Cleaning the data 

After the exporting of the data, it should be cleaned, which means that 

the irregularities in the data are taken care of. 
4 

 

5 

Pre-processing the data 

The data must be transformed and changed in such way, that is consistent 

across the whole exported dataset. Also, the type and structure of the data 

must correspond with the exported formats definitions. 

The various complex types of data (i.e., dates, times, dates and times, 

images, signals, audio) must be presented in pre-defined formats so that 

they are easily readable by the users. 
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Preparing the meta-data information and description 

The thorough description of the data, its structure should be provided 

and made available with the data itself. Here all the features (individual 

attributes of the data) should be described in such way, that domain 

experts and other users understand them and that person or teams using 

the data can easily and effectively import them in various programs. 

The data should be supplemented with meta-information, ideally in both, 

human- and machine-readable formats. Machine-readable formats are 

usually in the format of various schemas (i.e., XML, JSON, relational-

database schemas), semantic ontologies or other standard formats. 

Human-readable formats are usually part of the descriptions and should 

be structured, to enable easy understating. 

6 

 

7 

Choosing the location of hosting 

The hosting location is an essential decision throughout the whole process. 

If the data (along with its descriptions and meta-information) is hosted by 

our own organization, we should be aware of limitations and strengths that 

this brings us. 

The main limitations in hosting our own data are the limited ability for 

others of finding our data, and the maintenance of the hosting 

infrastructure. The main strengths in hosting our own data are a full control 

of the hosting – we can restrict any access (making it not fully open) and 

easily modify the hosted data. 

The main limitations in hosting our data in existing repositories of open 

data are the limited ability to restrict the access (making it fully open), and 

sometimes strict conditions on the types, domains, structure of the data 

that we need to abide during the exporting, cleaning, and pre-processing 

the data. The main strength here is the availability, as these repositories 

usually make it easy for other to find and access to open data. 
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Optional: Corresponding person responds to inquiries 

The corresponding person noted in the description and meta-information 

of our data should be available for any inquiries from others. The inquiries 

that one should expect are need for further explanation about the 

importing of the data or the meaning of some aspects of the data. Also, 

one should expect that any potential errors or mistakes are reported. 

If any types of inquiries are frequent, it usually hints at the shortcoming 

of the data, description or meta-information provided. We should take 

not of these frequent inquiries and should take them into account in the 

next, and final step. 

8 

 

9 

Optional: Maintain and update the data as needed 

If we (or others) find any mistakes, errors or shortcoming in the data, 

description, or meta-information, they should be taken care of. 

Furthermore, if the nature of our data is such, that its main value is in its 

up-to-datedness, the data should be frequently updated with the latest 

exports. If the repository where the data is hosted supports updates with 

API calls, one could set up an automatic continuous export action, that 

exports, uploads and updates the data, description and meta-information 

in continuous process. 
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3. Prepare data for publication (legal and 

content openness) 

3.1. Evaluate datasets 

After you or your organisation has identified data that may be published as open data, you need to 

further evaluate the data to make sure they should be published. Make sure that the data5: 

• belong to your organisation, 

• have no fee for access, use, adaptation, or use of the data, 

• are free from legal, contract, or policy restrictions, 

• have a plan for predictable or regular updates, and 

• do not violate the privacy of individuals represented in the data (more guidance on privacy 

considerations can be found in the next section of this document). 

Datasets should be considered for publication as open data if they are subject to reactive disclosure 

through right-to-know, freedom of information and/or public records laws, shared with others for 

operational purposes, frequently requested by the public or other organisations, considered high 

impact and high value by your organisation, partners, the public, and other stakeholders, especially 

if that data is not already publicly available in a machine-readable format. 

Before publishing, you should thoroughly check the origin, purpose and access rights of the 

data before deciding to open them. You should consider whether data should be published as a 

new dataset or consolidated with an existing dataset. If your organisation has published the same 

(or similar) data in previous years, try to consolidate this new data with existing data rather than 

creating separate entries every year. 

Properly evaluated dataset minimizes the possibility of having (legal) problems in the future. 

Consolidation of data with an existing dataset minimizes clutter on the portal and allows users to 

track changes more easily in the data over time. 

 

 

5 https://portal.ct.gov/-/media/CT-Data/Data-Publication-Guidelines.pdf 
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3.2. Apply an Open Data license 

Open data should be open by default. In doing so, the data must be in line with data protection 

legislation and the General Data Protection Regulation (GDPR). All data published as Open Data 

should be associated with an Open Data Licence, so there is a clear understanding of conditions 

under which the data can be reused. The EU Directive on open data and the re-use of public sector 

information (Directive (EU) 2019/1024)6, states that open data “as a concept is generally 

understood to denote data in an open format that can be freely used, re-used and shared by anyone 

for any purpose”. It also states that “any licences for the re-use of public sector information should, 

in any event, place as few restrictions on re-use as possible, for example limiting restrictions to an 

indication of source.” 

There are three general levels of open licences – public domain (CC07), attribution (CC-by8), and 

attribution & share-alike (CC-by-sa9). The licence that you use should support your open data 

business model. It is unusual for organisations to place content or data in the public domain as 

being given attribution for the content or data usually helps to achieve some of the goals of opening 

it up. The Open Data Institute recommends10 using the Creative Commons Attribution 4.0 

International (CC BY 4.0) licence. Under the CC BY 4.0 licence, a user is free to: 

• Share – copy and redistribute the material in any medium or format, and 

• Adapt – remix, transform, and build upon the material for any purpose, even commercially. 

This license allows anyone to redistribute and customize open data views also for commercial 

purposes, but with the obligation to cite the source that originally opened the data. It provides 

maximum flexibility, scalability and a wide range of types of data reuse. The end user can copy 

and redistribute the data in different formats or with different media, can perform dataset upgrades, 

combine them with other datasets, for any purpose, including commercial. Licensor may not 

further limit the rights to this information unless this license is violated. The issuer must also not 

impose technological restrictions (like transfer restrictions, content lock, encryption) that would 

limit the possibility of re-using open data. 

End users may not modify or alter the content to make the information wrong, misleading or 

misinterpreted. The data issuer does not issue a guarantee of the correctness and accuracy of the 

 

6 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019L1024 
7 https://creativecommons.org/share-your-work/public-domain/cc0 
8 https://creativecommons.org/licenses/by/4.0/ 
9 https://creativecommons.org/licenses/by-sa/4.0/ 
10 https://theodi.org/article/publishers-guide-to-open-data-licensing/ 
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data and is not responsible for direct or indirect damage or reduced reputation as a result of the re-

use of open data. 

A clear indication of the license terms at the place where the data as such is 

published online and made available for re-use is important because it is clear to 

potential re-users that it is open data and that their re-use is free of charge and 

unrestricted, except for the indication of the source of the data. 

All data and metadata should be associated with the CC BY 4.0 Licence, at a minimum. Public 

bodies may waive copyright and associate datasets with CC0, if that is considered appropriate. Use 

standardized licenses (e.g., Creative Commons License) also for publishing information on your 

organisation's portal. The licence should be clearly identified in the metadata. 

With a proper Open Data Licence users will have a clear understanding of conditions under which 

the data can be reused. Open Data license makes it clear that it is open data and that their re-use is 

free of charge and unrestricted, except for the indication of the source of the data. 

 

3.3. Provide comprehensive metadata 

Opening data essentially combines two processes, i.e. publishing and disclosing data. Publishing 

data allows end users to review the data, to transmit and reuse them. However, for end-users to 

find out that certain databases exist and are made public, a disclosure process is needed. The basis 

for quality data disclosure is the establishment and maintenance of quality metadata, i.e. 

information about the dataset itself. 

The term metadata means information that describes a database and data-related services and 

allows them to be searched, recorded and used. Metadata is generally considered not to be 

copyrighted; it has a similar status to the text of laws and is subject to free use and reuse. 

Metadata is structured information that describes, explains, locates, or otherwise 

makes it easier to retrieve, use, or manage an information resource. Metadata is 

often called data about data or information about information. 

Metadata provides additional information that helps data consumers better understand the meaning 

of data, its structure, and to clarify other issues, such as rights and license terms, the organization 
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that generated the data, data quality, data access methods and the update schedule of datasets. It is 

a good practice for a dataset to be DCAT-AP compliant, meaning that it includes both a human-

readable and a machine-readable DCAT metadata description.  

We basically know four main types of metadata: 

• Descriptive metadata describes a source for the purpose of discovery and identification. 

They represent a key piece of metadata for their disclosure. 

• Localization metadata describes local parameters, such as time, date, and number formats, 

and the language in which the data is provided. 

• Structural metadata, e.g. data models and reference data, contain data on the scheme used 

and the internal structure of the published distribution. 

• Administrative metadata is information that helps manage resources. They contain 

information about the license, which lists the restrictions on reuse, technical information 

for decoding and rendering data, as well as information on preservation and long-term 

management. 

Metadata is key to ensuring that resources will survive and continue to be accessible into the future. 

Providing comprehensive and accurate metadata improves the findability and usability of the data. 

Recent reports11 highlight the need for metadata around three dimensions:  

• relevance (is this the data I need?), 

• usability (can I use it in practice?), and  

• quality (how good is the data and how easy is it going to be to use it?).  

Poor and inconsistent metadata is one of the major issues regarding quality open data, so you 

should: 

• provide a comprehensive description of the dataset, 

• use meaningful naming conventions that a user not familiar with the dataset will 

understand, 

• think about a comprehensive list of keywords, including synonyms that a user may search 

for, 

• include information on the provenance of the dataset, i.e. the origins of the data and any 

changes that have been made, 

• provide accurate metadata on what timeframe the dataset covers, 

• provide metadata on when the dataset was published and when it was last modified, 

 

11 https://data.europa.eu/sites/default/files/edp_analyticalreport_n8.pdf 
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• provide DCAT-AP compliant metadata, and 

• improve metadata based on a metadata quality assessment (MQA). 

Carefully prepared metadata allows end users to check the relevance, usability and quality of a 

provided dataset. The provision of comprehensive metadata improves the discoverability of the 

data, helping users find the information that they are looking for. The provision of accurate 

timeframe metadata allows users to perform time-based searches, while also helping users 

understand if this dataset is relevant or of use to them. 

 

3.4. Provide documentation for the dataset 

In general, end users are not experts in the domain of the dataset. In this manner, the provision of 

proper documentation is fundamental in order for them to understand the data12. Supporting 

documentation should be immediately and easily accessed from the dataset and should be context-

sensitive, to allow users a direct access to information about a specific item of concern (e.g., a link 

to a specific point in the documentation or the text contained within the dataset). Documentation 

helps the data to be more understandable and less ambiguous, allowing an easier data discovery.  

The documentation could be included within the metadata schema, providing information on the 

provenance of the data or listing what data standards or open formats the data uses. The 

documentation could also be provided as additional files or datasets, for example, the provision of 

a data dictionary that outlines what each component in the dataset represents, or the inclusion of a 

PDF document or website that details an API specification. 

Provide as much documentation for the dataset that a user will require to fully understand and use 

the data, alongside the dataset. Where possible, include the documentation in the dataset’s 

metadata. Provide reference data for each dataset, if applicable, e.g., data dictionary, standards 

used, etc. Review dataset preview to see if it is satisfactory for a user. 

The provision (co-location) of documentation with a dataset helps users to understand the data 

and enable them to use it. 

 

12 https://data.europa.eu/sites/default/files/sustainability-data-portal-infrastructure_5_open-data-portal-
assessment.pdf 
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4. Make the data available (technical 

openness) 

4.1. Provide granular data for sharing and using 

With higher granularity of a dataset, one can obtain more value from it since allows more detailed 

analysis and more specific results. For example, the European Copernicus Atmosphere Monitoring 

Service (CAMS)13 provides continuous information on air pollutants such as particulate matter, 

sulphur dioxide, nitrogen dioxide, carbon monoxide and ozone. Publishing such continuous data 

in an aggregated form, can lead to a loss of important information about what happens with the 

quality of the air at different stages of the day. 

When selecting a level of granularity, a balance between providing a granular data 

and not breaching legal restrictions around personal, confident, or sensitive data 

must be achieved.  

 

In the pursuit of the achieving the balance between a level of granularity and no breaching legal 

restrictions, the Open Data should never infringe upon a person’s right under data protection 

legislation, including, critically, the General Data Protection Regulation (GDPR) that came into 

force on the 25th May 2018. 

The crucial role in the process of providing a granular dataset is data anonymisation. Data 

anonymisation seeks to protect statistical data in such manner that it can be released without giving 

away confidential information that can be associated with a specific individual or entity. 

Another element of data granularity that should be observed by data publishers, is that data 

available at different levels of granularity should be accessible and modelled in a common way. 

This allows for the merging or splitting of data. 

 

 

13 https://atmosphere.copernicus.eu/  
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4.2. Publish data in open formats 

When publishing data, one of the key components, as outlined in the Technical Framework is the 

selection of data format. While data published in any format can be considered Open Data if 

associated with an Open Licence (see section 4.2.1 of Open Data Study), the type of data format 

used can have significant implications for the usability of the data. Under the Open Data Initiative, 

public bodies should publish their data in the most open way possible. One way to measure the 

openness of the formats used is through the 5-star deployment scheme for Open Data14, proposed 

by Tim Berners-Lee, the inventor of the Web and Linked Data initiator. The greater the number of 

stars, the more reusable the data is and the easier it is to reuse and interconnect data. 

Table 1: 5-star deployment scheme for Open Data 

★ Publish data on the Web under the Open License 

★★ Publish data in a machine-readable, structured format 

★★★ Publish data in a non-proprietary format 

★★★★ 
Use URIs to identify things, so that people can point at your 

stuff 

★★★★★ Link your data to other data to provide context 

When publishing the Open Data, it is advisable to make sure that the following recommendations 

are met: 

• Publish dataset in open, machine-readable formats (for more information please refer to 

section 4.1. of Open Data Study), achieving at least 3-stars in the 5-star deployment scheme 

(Table 1). 

• If the dataset is available in multiple formats, where at least one of those formats is being 

open and machine readable, publish the dataset in multiple formats. 

• Ultimately, try to publish data as 5-star linked data. 

 

14 http://5stardata.info/  
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4.3. Publish historical datasets 

When publishing the Open Data, one should not focus only on publishing new, dynamic, up-to-

date datasets, but also on publishing historical datasets, which can also provide a great value for 

different shareholders. Providing access to historical data can support long-term analysis and 

research as well as facilitates comparative studies. Historical datasets can be quite large, since in 

some cases the frequency of recording is high or the time period that the dataset covers is vast. 

Therefore, suitable hosting and access mechanisms are needed to serve data which commonly 

include following options: 

• Data is available for bulk download, utilizing the compression to minimise the size of the 

dataset. 

• Accessing to big datasets is available through cloud data solutions. 

• Big Data technologies such as Hadoop or Spark, could be also used to store and provide 

access to the data. 

• Different APIs could be built in order to provide access to smaller subsections of the 

historical data. 

 

4.4. Publish dynamic data 

Dynamic data is by the European Open Data Directive 2019 defined as “documents in a digital 

form, subject to frequent or real-time updates, in particular because of their volatility or rapid 

obsolescence; data generated by sensors are typically considered to be dynamic data”15. In such 

manner, the most common examples of dynamic data include environmental, traffic, satellite, 

meteorological and other data generated from various sensors.  

The dynamic data should be made available immediately after collection, or in case 

of a manual update immediately after the modification of the dataset.  

As per the before mentioned directive, it is recommended, to make the dataset available via an 

application programming interface (API) so as to facilitate the development of internet, mobile 

and cloud applications based on such data. 

 

15 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019L1024&from=EN  
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The availability of dynamic data can potentially result in a form of a significant economic, 

political, environmental, and social impact since the consumers of such data can take into account 

immediate measurements when making decisions. 

Data changes over time. Historical data will remain stable, but recent data will be updated over 

time. Therefore, it is important to check data with regard to its timeliness regularly. For consistency 

purposes, it is wise to create an update process that keeps the data up-to-date. Be sure that the data 

contains a notion of its timeliness.16 

 

4.5. Provide access via APIs 

An application programming interface, or API, enables companies or other parties to open up their 

applications’ data and functionality to external third parties (developers, partners, and other 

stakeholders). This allows services and products to communicate with each other and leverage 

each other’s data and functionality through a documented interface. An API is a set of defined 

rules that explain how computers or applications communicate with one another. APIs sit between 

an application and the web server, acting as an intermediary layer that processes data transfer 

between systems.17 

As defined in the EU Open Data Directive, the provisioning and use of APIs needed to be based 

on several principles, which includes availability, stability maintenance over lifecycle, uniformity 

of use and standards, user-friendliness, as well as security. Therefore, designing an API which 

addresses all before mentioned principles is crucial task in the process of publishing Open Data 

via API. It is recommended that the API is developed utilizing a standard approach, and in 

collaboration with stakeholders. 

As a foundation of APIs, it is recommended to follow W3C Data on the Web Best Practices18, 

which leverages web standards which exploits the strengths of the web in the best possible way. 

In addition to the exposed APIs, it is important that clear, complete, and online available technical 

documentation is provided. In order to achieve such state of technical documentation it is advised 

to take into the consideration the following recommendations: 

 

16 https://data.europa.eu/sites/default/files/european_data_portal_-_open_data_goldbook.pdf  
17 https://www.ibm.com/cloud/learn/api  
18 https://www.w3.org/TR/dwbp/#accessAPIs  
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• Document APIs following OpenAPI Specification19, which is broadly adopted industry 

standard for describing modern APIs. 

• Documentation should be programming language-agnostic. 

• Interacting with the remote service should require a minimal amount of implementation 

logic. 

 

4.6. Use data standards 

The key value of Open Data is not only in using datasets standalone, but in integrating data sourced 

from different systems, different organisations, and even cross-border. To ensure data 

interoperability, data should be published in open, machine-readable formats, using recognised 

data standards. 

Data standards are the rules by which data are described or documented.  In order to share, 

exchange, and understand data, we must standardize the format of the data as well as document 

the metadata (specific information about the research data) both the descriptive meta data and the 

structural metadata. Metadata, or data about data, is a standardized way of documenting the context 

of the data by describing the origin, purpose, time, geographic location, creator, access, terms of 

use, and other elements related to the research data.  Metadata provides the information necessary 

to discovery, access, and reuse a dataset. There are a variety of metadata standards with different 

focuses by discipline. 

Standards are useful for integrating data from multiple resources. If the various 

sources agreed upon a standard to begin with, this saves time reconciling any 

differences. 

 

Using standards makes data more usable to more than just the project or person that created the 

data. Standards are useful for integrating data from multiple resources. If the various sources 

agreed upon a standard to begin with, this saves time reconciling any differences. When collecting 

 

19 https://www.openapis.org/  
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new data, try to find data standards for the type of data you are collecting. Different disciplines 

and different kinds of data use different standards.20 

Ideally, when publishing Open Data, the international standards defined by reputable standards 

organizations, such as ISO, the European Commission, W3C, IETF, OGC and OASIS should be 

used.  

Using data standards is especially important when data is being used by a third-party, being 

integrated from different sources, or when data is being shared across public bodies. It is also 

crucial to mention, that is important to reuse existing data standards as opposed to creating new 

data standards. Creating new data standards opposed to reusing existing ones could have enormous 

negative impact on sharing the data between different stakeholders. 

 

 

20 https://libguides.up.edu/datamanagement/documentation  



Study on potentials of Open Data for the Alpine Space 

 

22 

5. Make the data discoverable (pragmatic 

openness) 

5.1. Select Open Data repository 

Open Data repository can be formally defined as a sustainable information infrastructure which, 

ideally, provides long-term storage and access to collected data in public domain. 

Data repositories serve to ensure that the published Open Data is accessible 

beyond the life of a particular project, grant, or individual careers. 

Numerous repositories are currently available to publish the Open Data. Such repositories 

commonly differ in level at which they are operating. For example, repositories can be established 

in local levels, as is the case with Tirol Data Portal21 or Open Data Lombardia22, or can be on 

national23,24,25, European26, or even international level. 

Nowadays it is common that most European countries are having its own Open Data repository 

where public domain data is accessible. Therefore, the most straightforward would be to publish 

data into potential publisher’s national Open Data repository. However, the potential publisher is 

strongly encouraged take into the consideration many different aspects, when selecting where to 

publish the Open Data: 

• Reputation: check whether is a selected repository endorsed or even managed by reputable 

organization which can be trusted. 

• Sustainability: Having data published in a repository that is unsustainable defeats the point 

of publishing it. Therefore, it is important to make sure that selected repository has the 

support of some institution, organization community, or funder. 

 

21 https://www.tirol.gv.at/data/  
22 https://dati.lombardia.it/  
23 https://podatki.gov.si/  
24 https://www.govdata.de/  
25 https://opendata.swiss/en/  
26 https://data.europa.eu/en  
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• Visibility: crucial for making Open Data useful for various stakeholders is that the 

published data is visible. Potential publisher must take into consideration that publishing 

data on repository of local organization has commonly smaller reach than publishing data 

on national or international repository. 

• Usability: The usability of a data repository is also important in ensuring that potential 

users should have, preferably no trouble navigating the repository as well as consuming 

the data. Unfortunately, not all repositories have great web interfaces with simple, intuitive 

interactions and provide easy to use services to utilize the published data. 

• Legal constraints or directives: in some cases, there may be some legal constraints or 

directives which narrate where and how the data should be published. A potential publisher 

should check whether such regulation apply in their specific case. 

 

5.2. Use trusted identifiers to link datasets 

One of the recommendations in the European Data Portal’s Future od Data Portal’s Analytical 

Report27 is to create links between the datasets, since the conducted research revealed that datasets 

are often used with each other, with the most popular combination being that of population 

statistics, environmental datasets and regions and cities data.28 

In order to achieve a successful exploitation of datasets, the ability to reference data, such as 

classifications of common entities, open address data and open geospatial data, etc. should be 

enabled within the data portals. This will allow the cross-referencing and analysis of multiple 

datasets that are currently siloed or not interoperable on a non-personal basis. Creating links 

between datasets can be achieved by using a native approach such as Linked Data, which relies on 

universal Web URIs and domain vocabularies expressed in formal languages.29 

 

5.3. Maintaining data 

Data can change over time. Historical data will remain stable, whereas recent data can change 

frequently. Therefore, the maintenance process should be in place as is recommended in the 

 

27 https://data.europa.eu/sites/default/files/edp_analyticalreport_n8.pdf  
28 https://www.europeandataportal.eu/sites/default/files/re-using_open_data.pdf  
29 Deirdre Lee, Open Data Publication Guidelines, Open Data Unit, Department of Public Expenditure and Reform, 
Data.gov.ie, 2021 
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European Data Portal’s Open Data Goldbook for Data Managers and Data Holders30. Such process 

consists of maintaining data and metadata regularly, checking URIs and URLs, checking user 

feedback and continuous improvement.  

The process of maintaining the data consists of maintaining data and metadata 

regularly, checking URIs and URLs, checking user feedback and continuous 

improvement. 

Becoming published data and metadata outdated, can be caused by updates, changes, or other 

influences, which will result in low discoverability and lower quality of datasets. Therefore, 

updates should be made regularly. Depending on how the data is generated, the relevance of 

updates and the re-use of the dataset (frequency, quality), the dataset needs to be updated with 

frequent time intervals. 

Since the Web is highly dynamic, it is important to regularly check if all dataset’s URIs and URLs 

are working. If some URI or URL changes, a website that refers to particular dataset will redirect 

users to non-existing pages. Ensuring dataset URLs are operational allows users to access the 

information whenever they want, and fosters trust in the catalogue and in the publishers. 

 

5.4. Identify related datasets 

Providing direct link to the related datasets to the one that the user is currently inspecting, helps 

them to navigate through all available datasets. Related datasets can be identified based on some 

common collection into which they are categorised. Identification of related datasets could also be 

based on a similar topic or even on the frequency of some datasets being used together more often. 

Providing a direct link to the related datasets can save a user valuable time and effort when 

searching for data, as well as increasing a reach of various datasets to larger number of users. 

For defining relationships between datasets, the DCAT Application Profile for data portals in 

Europe (DCAT-AP)31 was developed. The DCAT-AP is a specification based on W3C's Data 

Catalogue vocabulary (DCAT) for describing public sector datasets in Europe. Its basic use case 

is to enable a cross-data portal search for datasets and make public sector data better searchable 

 

30 https://data.europa.eu/sites/default/files/european_data_portal_-_open_data_goldbook.pdf  
31 https://joinup.ec.europa.eu/collection/semantic-interoperability-community-semic/solution/dcat-application-
profile-data-portals-europe/release/210  
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across borders and sectors. This can be achieved by the exchange of descriptions of data sets 

among data portals. Therefore, it is highly encouraged to include link to related datasets using 

properties defined in DCAT-AP. 
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6. Make the data useful (added value of 

openness) 

6.1. Support users in understanding the data 

To attract more users, they must first see the benefit of contribution, and, secondly, the submission 

process should not be complex. The latter is very important since the assumption that only people 

with technical background will be the ones submitting data is unrealistic. Thus, the submission 

process must be available also to people with low technical expertise. For that reason, the following 

suggestions should be addressed: 

• Provide a list of contact people. A user who wants to contribute data must get support if in 

need. A list of contact people could consist of multiple contacts, where each person covers 

the specific topic of the submission, e.g., the technical part, the general Q&A about the 

submission process, different licenses presentation, etc. A website plugin that allows 

communication in real-time could be valuable in this case.   

• Delegate technical stuff which will work permanently on the portal and provide new 

features for easier portal use. 

• An easy submission process must be implemented and well documented. Each submission 

step should have an explanation and, preferably, also entry example. 

• Before the submission process, a tutorial on how to contribute data should be suggested to 

a user. A tutorial could be in the form of a video, blog post, PDF, or interactive website. 

However, users should not only be supported while uploading the data but also while searching 

and/or using data. For that reason, tutorials on how a user can search and interpret data should be 

available. The forms of the tutorials could be numerous, as expressed above. 

 

6.2. Collaborate with user community 

If a portal does not have users, it is the same as a portal was not existing. Therefore, user 

cooperation is vital for a successful portal. The collaboration with the user community should be 

established not only before data submission but also after, for example: 
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• A portal should be able to retrieve feedback from users32. This step is crucial for a 

successful portal since it can respond to users' desires. 

• A portal should have established a continuous pipeline for feedback collection. Technical 

staff should implement such a pipeline to optimize users' feedback collection. Feedback 

could be comments, suggestions, bug reports, or even feature suggestions. It is essential 

that the portal notes all feedback statuses and tries to provide resolutions for them promptly.  

• A portal should demonstrate good practices and examples of data in use (see the following 

section for more details). 

 

When implementing a portal, it is paramount to follow the known quote: "Content 

is king, but promotion is queen."  

 

For this reason, a well-thought portal launch campaign could establish its importance in the area, 

country, or even abroad. In the campaign, one could: 

• Award prize for the best contributor in terms of the number of shared datasets, size of the 

datasets, quality of the data, etc. 

• Award prize for the most successful data collection or usage. 

• Emphasize the importance of sharing open data and its usage. 

 

6.3. Provide examples of data in use 

To expand and promote the need for open data, one must show its benefits and potential. The 

easiest way to do so is by providing examples and best practices via an open data portal33. Of 

course, the examples could also be shared in different shapes and forms: 

• For example, a great explainer video or use case presentation video uploaded to different 

streaming platforms could reach more potential users and data providers. 

 

32 https://data.europa.eu/en/feedback/form 

33 https://data.europa.eu/en/impact-studies/use-cases 
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• Presenting good practices in local news or TV stations is also a good way to target another 

subgroup of people, which get informed through more traditional methods. 

• Furthermore, sharing invites for open data contributions via social media could result in 

more prominent portal recognition. 

6.4. Measure data use 

To check if a portal is achieving its goals, it must be monitored and evaluated. There are many 

documents that cover different approaches for data use measurement34,35,36, but in general (as also 

semi-mentioned in the sections before), a portal must: 

• be able to collect user data and user feedback, 

• provide data collection system in compliance with the GDPR, 

• analyse portal traffic, 

• have defined metrics and KPIs, 

• provide an efficient overview of reported bugs or problems, 

• monitor the quality of the submitted data. 

If the portal monitors and stores all of the above, one can easily suggest portal improvements or 

debug. Defined processes on how to respond to problems, bugs, new features, etc., drastically 

improve the portal's maintenance. Not only that, but an adequate analysis of the collected data can 

also show some trends, e.g., users are mainly uploading data at the end of the projects. Thus, 

continuous improvements are not only making the portal easier to maintain but also more user-

friendly.

 

34 https://data.europa.eu/sites/default/files/landscaping_insight_report_n7_2021_0.pdf 
35 https://www.sciencedirect.com/science/article/abs/pii/S0740624X16300132 
36 https://www.stateofopendata.od4d.net/chapters/issues/measurement.html 



 

 

 


